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1. Executive Summary

A situational awareness update covering the period June 29 — July 7, 2026,
synthesising confirmed match results, verified and claimed cyber incidents, new
geopolitical flashpoints, sector developments, and a predictive assessment for the four
quarterfinal matches commencing July 9.

Note on Methodology and Sourcing

This Part 2 report synthesizes open source cyber threat intelligence, tournament reporting, and
public sector guidance published by national cyber security authorities, threat intelligence
vendors and research teams, and established news organizations and policy institutes covering
the period from approximately June 29 through July 7, 2026. Sources consulted include CISA,
the Canadian Centre for Cyber Security, threat intelligence reporting from recognized security
vendors and research teams, and established media and policy sources referenced in Section
8. Information from threat actor channels, hacktivist statements, social media claims, and
unauthenticated outage reports is treated as unverified unless independently corroborated by
credible reporting or official confirmation.

Source reliability and information credibility are assessed using the NATO Admiralty Code
approach, under which the letter score (A to F) rates source reliability and the digit score (1 to 6)
rates the credibility of the specific information used, assessed independently. No load bearing
judgment in this report rests on a single uncorroborated claim from a lower confidence source.
Sources assessed as lower confidence are used for breadth, early warning, or supporting
context only, and are clearly framed as claimed, alleged, reported, or unverified where
appropriate.

Confidence in this report’s judgments follows standard intelligence community likelihood
language, including “almost certain,” “likely,” “even chance,” “unlikely,” and “remote.” High,
Moderate, and Low confidence levels reflect the quality, consistency, recency, and
corroboration of the source mix available at the time of writing. Specific claims by threat actors,
particularly hacktivist groups, are flagged as unverified where independent corroboration has
not been identified.

”

This document is intended as a situational awareness briefing rather than a classified, law
enforcement sensitive, or official government assessment. It does not represent an official
assessment by FIFA, any host government, any cited organization, or any single source
referenced in the report.

BDO's EDTI Cyber Threat Intelligence Report covers the most dramatic ten day window of the
tournament so far: the entire Round of 32 knockout phase (June 28—July 3), the complete
Round of 16 (July 4-7), and the lead up to the quarterfinals that begin on July 9. All three host
nations, the United States, Canada, and Mexico, have now been eliminated from competition.
The tournament has narrowed to eight nations that are exclusively playing on U.S. soil for the
remainder, culminating in the July 19 final at MetLife Stadium, New Jersey.
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The defining off pitch story of this period was the Trump FIFA Balogun red card controversy
(July 1-6): U.S. President Donald Trump personally called FIFA President Gianni Infantino to
seek reversal of the automatic one match ban issued to U.S. striker Folarin Balogun following a
Round of 32 red card against Bosnia and Herzegovina. FIFA's Disciplinary Committee
suspended the ban under Article 27 of its Disciplinary Code, prompting immediate
condemnation from UEFA, the Royal Belgian Football Association, former FIFA President Sepp
Blatter, the EU Parliament, and prominent media figures worldwide. The U.S. still lost to
Belgium 4—1 and is now eliminated, but the controversy has intensified the 'political
manipulation of sport' narrative that both Iranian aligned and Russian aligned hacktivist actors
have historically exploited to justify disruptive cyber operations against the host nation.

Key Updates Since Part 1 (as of July 7, 2026)

* All three co hosts eliminated. USA lost to Belgium 4—1 (Round of 16, July 6), Canada
lost to Morocco 3—0 (Round of 16, July 4), and Mexico lost to England 3—-2 (Round of 16,
July 5). All remaining matches are on U.S. soil.

* Trump FIFA interference becomes largest governance controversy of tournament,
generating a global disinformation amplification environment highly favourable to hacktivist
messaging operations. Multiple foreign governments and sporting bodies have publicly
condemned the decision, creating ongoing grievance fuel for adversarial actors.

* Major upsets reshape bracket risk profile. Germany (4 time World Cup champion) was
eliminated by Paraguay on penalties; Brazil was eliminated by Norway 2—1 (Erling Haaland
brace); Cristiano Ronaldo and Portugal were eliminated by Spain 1-0, ending Ronaldo's
international career, each elimination creates new fan bases and national grievance
dynamics that intersect with the hacktivist threat landscape.

+ Continued DDoS activity on regional ticketing and streaming portals, with outages
attributed (uncorroborated) to hacktivist groups on Telegram and X throughout the Round
of 32 and Round of 16 windows. No disruption to core FIFA tournament infrastructure has
been confirmed.

+ State sponsored espionage assessed as ongoing continuously across all host city
environments, with the narrowing bracket concentrating remaining government delegations
into a smaller number of U.S. venues, increasing collection value for Russian, Chinese,
and Iranian intelligence operations.

* Quarterfinals (July 9-11) represent the next high risk window, with France vs.
Morocco (Boston, July 9) and Argentina vs. Switzerland (Kansas City, July 11) assessed
as carrying the highest geopolitical hacktivist risk among the four fixtures. Both fixtures
involve fan bases and national level disinformation ecosystems with documented links to
adversarial information operations.
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2. Tournament Status Update — June 29 to July 8, 2026

This section provides a complete record of matches played during the reporting period, the
bracket outcome as it now stands, and the confirmed schedule for upcoming fixtures. It provides
the analytical foundation for the geopolitical cyber risk mapping in sections 4 and 5.

2.1 Round of 32 Results (June 28 — July 3, 2026)

Date Match Result | Cyber/Geopolitical Note
Canada'’s first ever knockout stage victory;
Jun Capada ML 1-0 (Canada) | Stephen Eustaquio 92nd min winner. Minimal
28 Africa .
flashpoint.
Jun Japan's third consecutive WC loss after
Brazil vs. Japan 2—1 (Brazil) leading in knockout rounds (2018, 2022,
29 .
2026). Large online fanbase.
B Historic upset: 4 time champion Germany
Jun Germany vs. 1-1 (Paraguay eliminated. Significant disinformation/anger
29 Paraguay 4-3 pens) .
online from German fan base.
Morocco advances; Netherlands, country
I NEUTENES V. 1= (eneess with high profile pro Russia/hacktivist
29 Morocco 3-2 pens) S o
exposure in prior WC, eliminated.
Jun Norway vs. lvory . Haaland winner; Norway into QF contention.
30 Coast 2-1 (Norway) Low cyber flashpoint.
Mbappé double; France's 5th straight WC
Jun France vs. 3-0 (France) match with 3+ goals. Dominant tournament
30 Sweden form noted by intelligence analysts as
increasing target value.
Jun Mexico vs Co host Mexico advances in Azteca
' 2—0 (Mexico) cauldron; delayed by thunderstorms.
30 Ecuador .
Tournament infrastructure stress tested.
Harry Kane brace; underwhelming
Jul 1 Ercm)?]lagd Y, (I 2-1 (England) | performance noted. English fan base large
9 and vocal online.
. Dramatic comeback; Lukaku 86', Tielemans
Jul 1 gg:?éug VS ?I?:ezzl Afr-rr]) 89' and 120+5' pen. Senegal elimination:
9 9 large West African fan diaspora reaction.
USA vs. Bosnia & Balogun scored, then received controversial
Jul 1 Herz ' 2-0 (USA) red card in 2nd half, triggering Trump FIFA
' intervention. SEE SECTION 3.
Dominant; Lamine Yamal starred. Low direct
Jul 2 Spain vs. Austria 3—0 (Spain) cyber flashpoint but Spain remains

tournament favourite, amplifying target value.
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Date Match Result | Cyber/Geopolitical Note
Portuaal vs Ronaldo advances. Last World Cup
Jul 2 9 ' 2-1 (Portugal) | appearance narrative heightens Iberian
Croatia . ;
online discourse.
. ) Algeria eliminated. Limited cyber flashpoint
Jul 2 SW|tz_erIand VS 20 . but North African fan diaspora monitor
Algeria (Switzerland) .
required.
1-1 (Egypt 4-2 Egypt's penalty shootout survival; VAR
Jul 3 Egypt vs. Australia ens) ayp controversy over disallowed Egyptian goal
P (Section 4).
Argentina vs. 3-2 AET MeSS|'scqred; dramatic comeback; Cape
Jul 3 Cape Verde (Argentina) Verde's Lisandro own goal/last gasp winner.
P 9 Cape Verde global viral moment.
Jul 3 Colombia vs. 1-0 (Colombia) Colombia adyances quietly. Jhon Arias goal.
Ghana Low flashpoint.

2.2 Round of 16 Results (July 4-7, 2026)

Date

Jul 4

Match

Morocco vs.
Canada

Result

3-0 (Morocco)

Cyber/Geopolitical Note

Canada, first host eliminated. Morocco
becomes first African team to reach
back to back QFs. High energy North
African fan engagement.

Jul 4

France vs.
Paraguay

1-0 (France)

France to QF; Mbappé all time WC
knockout goalscorer with 10. Continued
tournament favourite, increasing target
value.

Jul' 5

Norway vs. Brazil

2-1 (Norway —
Haaland x2)

Seismic upset: Brazil (6 time
champions, Carlo Ancelotti's side)
eliminated. Massive South American
online reaction; Brazil fan disinformation
ecosystem active.

Jul 5

England vs.
Mexico

3-2 (England)

England played majority of 2nd half with
10 men (Quansah red card, Tuchel
publicly referenced Balogun
controversy). England to QF; Mexico
(co host) eliminated.

Jul 6

Spain vs. Portugal

1-0 (Spain —
Merino 90+)

Ronaldo's international career ends with
last 16 exit; 41 year old did not score.
Significant global media narrative; large
Portuguese diaspora reaction.
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Date Match Result Cyber/Geopolitical Note

USA eliminated despite Balogun playing
after Trump intervention; De Ketelaere
Jul 6 Belgium vs. USA 4—1 (Belgium) x2, Vanaken, Lukaku. Controversy
dominates global discourse. SEE
SECTION 3.

2—0 down with 20 mins left; Messi 83',

A . Fernandez 90’, greatest WC comeback.
rgentina vs.

Jul'7 Eqvot 3-2 (Argentina) VAR controversy: Egypt disallowed
gyp goal. Egyptian Football Association
lodged formal protest to FIFA.
: : Switzerland squeezed through.
g7 | Sz DU Sz 4= Argentina vs. Switzerland QF
Colombia 3 pens)

confirmed.

2.3 Quarterfinals Schedule (Beginning July 9 as of Report Date)

Date Match Venue Kickoff (ET)
Gillette Stadium, Foxborough .
Thu Jul 9 | France vs. Morocco (Boston), MA 4:00 p.m.
. : : SoFi Stadium, Inglewood (Los .
Fri Jul 10 | Spain vs. Belgium Angeles), CA 3:00 p.m.
Sat Jul Hard Rock Stadium, Miami i
11 Norway vs. England Gardens, FL 5:00 p.m.
Sat Jul Argentina vs. Arrowhead Stadium, Kansas 9:00 b.m
11 Switzerland City, MO 0 p-m.

Semifinals take place July 14 (AT&T Stadium, Arlington TX) and July 15 (Mercedes Benz
Stadium, Atlanta GA); the Third Place Playoff is July 18 at Hard Rock Stadium, Miami Gardens;
the Final is July 19 at MetLife Stadium, East Rutherford, NJ.
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3. Geopolitical Flashpoints — June 29 to July 7

3.1 The Trump FIFA Red Card Controversy (July 1-6): A Governance Crisis
with Cyber Implications

This is the most significant new geopolitical development since Part 1 and the one most directly
relevant to the cyber threat picture for the remainder of the tournament.

What Happened

» July 1: Folarin Balogun scored for the USA vs. Bosnia then received a red card for catching
defender Tarik Muharemovi¢ with his studs. An automatic one match ban was triggered
under FIFA Competition Regulations Article 10.5.

* Wednesday (July 2-3): U.S. President Donald Trump called FIFA President Gianni
Infantino. The Guardian later reported Trump made three calls. White House World Cup
Task Force Executive Director Andrew Giuliani and Commerce Secretary Howard Lutnick
also contacted FIFA. The U.S. government provided what it described as 'additional
evidence' to FIFA's Disciplinary Committee.

» Sunday July 5: FIFA announced Balogun's ban was suspended under Article 27 of the
Disciplinary Code ('The judicial body may decide to fully or partially suspend the
implementation of a disciplinary measure'), replacing the match suspension with a $40,000
fine and a one year probationary period.

* Monday July 6: UEFA declared FIFA had 'crossed a red line' and the decision was
'unprecedented, incomprehensible and unjustifiable'; the Royal Belgian FA called it a 'direct
contradiction' of competition regulations and 'astonishing'; former FIFA President Sepp
Blatter said the integrity of the game was 'in question'; EU Commissioner Micaleff called it
the 'wrong decision'; multiple EU Parliament members demanded FIFA defend fairness.
Infantino defended the decision as independent. Trump told reporters: 'l didn't know what
the hell a red card was,' and confirmed the call. Trump also posted on Truth Social
thanking FIFA.

* July 6: Belgium won 4—1 anyway, eliminating the USA. England manager Thomas Tuchel,
whose defender Jarell Quansah received a red card vs. Mexico and faces a standard one
match ban for the QF, sarcastically suggested Harry Kane might 'ask Trump to help.'
Downing Street declined to comment. The Belgian Football Association's formal challenge
to the reinstatement was rejected by FIFA as 'inadmissible.' Egypt separately filed a formal
protest over a disallowed goal in the Argentina match (July 7).

Cyber / Disinformation Assessment: The Trump FIFA controversy has created the most
powerful hacktivist recruitment narrative of the tournament to date. Key narrative threads being
amplified across adversarial information operations channels as of July 8 include: (1) 'The USA
uses political power to rig the World Cup it hosts', used by pro Iran and pro Russia channels to
frame the USA as an unreliable host nation; (2) 'FIFA is politically compromised and not a
legitimate sports body, weaponised to undermine institutional credibility, a long standing
Russian information operations objective; (3) 'European institutions (UEFA, Belgium, EU
Parliament) are publicly challenging U.S. political interference, used to amplify a wedge
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between the U.S. and its allies. All three narratives are consistent with historical Russian and
Iranian disinformation playbooks and are likely being deliberately amplified in addition to
emerging organically. Al generated deepfakes of Trump, Infantino, and Balogun have already
been observed circulating on social media in connection with this controversy.

3.2 Argentina's Comeback, Egypt's VAR Protest, and Messi's Continued
Narrative

Argentina's 3—2 comeback against Egypt from 2—0 down, with Lionel Messi scoring the second
goal in the 83rd minute, was the defining sporting moment of the Round of 16. It also generated
a secondary governance dispute: the Egyptian Football Association formally protested to FIFA
over a disallowed goal judged offside by VAR. The Egyptian protest has less cyber relevance
than the Trump FIFA controversy but adds to a pattern of perceived unfair treatment of Arab
and African nations that is routinely amplified by Iran aligned messaging accounts. Morocco's
continued run (winning 3—0 vs. Canada, now in QF) offers a competing, positive narrative for
Arab audiences that could either partially deflect this framing or intensify interest in the France-
Morocco quarterfinal as a symbolic matchup.

3.3 Ronaldo's World Cup Exit and Portuguese Language Information
Operations

Spain's 1-0 elimination of Portugal via a Mikel Merino goal in the 90th minute ended Cristiano
Ronaldo's international career in the most abrupt possible way. Ronaldo (41) did not score;
Spain's Lamine Yamal starred. This has generated enormous engagement in Portuguese and
Spanish language social media ecosystems globally, with both genuine fan reaction and
coordinated inauthentic content seeking to amplify division and grief. While not a direct cyber
security threat, the volume and emotion of this content create a fertile environment for phishing
and social engineering lures using Ronaldo's name and image, a pattern already observed with
athlete impersonation cryptocurrency scams at this tournament.

3.4 Host Nation Eliminations and the Residual ICE / Immigration Threat
Climate

All three co host nations are now eliminated. Canada's exit (July 4) and Mexico's exit (July 5)
reduce the immediate immigration enforcement flashpoints tied to those two nations' specific
matches. However, the underlying ICE enforcement climate and visa controversy have not been
resolved: reports continue of disrupted transport plans for African and Middle Eastern fans, and
the labour union agreements at stadium venues remain conditionally active. With all remaining
matches on U.S. soil, the immigration enforcement environment remains a persistent backdrop
for civil unrest and disinformation activity through the final.

3.5 Germany's Elimination: European Sovereignty and Far Right Online
Reaction

Germany's elimination on penalties by Paraguay in the Round of 32 triggered significant online
discourse from German far right communities that have historically been targets for Russian
information operations amplification. While not a direct cyber threat to the tournament,
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monitoring German language far right forums and channels for pro Russia content amplification
is recommended for the remainder of the tournament, several large scale bot networks active in
German language social media spaces have previously been linked to GRU information
operations infrastructure.
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4. Cyber Threat Activity Update — June 29 to July 7

4.1 DDoS and Disruption Activity

Distributed denial of service incidents attributed (by hacktivist groups, not independently
verified) to hacktivist actors have continued across the reporting period. Confirmed outages
include:

Multiple regional ticketing portals experienced intermittent outages during peak pre match
purchase windows, most notably around USA vs. Bosnia (July 1) and Belgium vs. USA
(July 6). Claims were made by accounts affiliated with both pro Russia and pro Iran
personas on Telegram but have not been independently corroborated. Temporary outages
of 20—45 minutes are consistent with volumetric DDoS rather than sustained compromise.

A broadcast streaming platform serving one of the tournament's secondary market
broadcast partners experienced degraded service during the Norway—Brazil Round of 16
match (July 5), the most watched match of the tournament to that point due to the Haaland
vs Ancelotti storyline. No claim of responsibility has been verified.

NoName057(16) publicly announced targeting of "World Cup adjacent' European
government and transport websites during the July 4—6 window, consistent with the group's
ongoing tempo of opportunistic DDoS against Western targets tied to broader Ukraine
conflict grievances. No match specific infrastructure disruption was confirmed.

A digital signage provider serving fan zones in at least one U.S. host city reported an
attempted compromise of its display management console in late June/early July; the
incident was contained before any content was altered. This is consistent with the
Canadian Centre for Cyber Security's pre tournament assessment of digital signage as a
soft target.

4.2 Financial Cybercrime and Fraud Acceleration

Financially motivated activity has continued to accelerate as the knockout bracket generated
new demand for tickets to high profile matches:

Post bracket reveal ticket fraud surge: Following the Round of 32 bracket announcement,
researchers observed a spike in fake secondary market listings for France—Morocco (QF,
July 9) and Argentina—Switzerland (QF, July 11) tickets, with fraudulent listings appearing
on clone sites designed to mimic legitimate resale platforms within hours of the official
bracket confirmation.

Haaland/Norway merchandise fraud: Following Norway's elimination of Brazil (July 5),
researchers observed a rapid proliferation of fake Erling Haaland merchandise sites and
fraudulent 'limited edition Norway World Cup' memorabilia offers. Multiple sites used Al
generated product images indistinguishable from legitimate items.

Messi themed cryptocurrency scams: Continuing from the group stage, at least three new
'Messi World Cup token' fraudulent cryptocurrency offerings were identified by blockchain
intelligence researchers following Argentina's comeback vs. Egypt, each exploiting Messi's
39th birthday (June 24) and the comeback narrative in lure messaging.

Page 12 of 22



FIFA World Cup 2026 — BDO EDTI Report

* Business email compromise (BEC) targeting sponsors: Two mid sized World Cup
commercial partners reported attempted BEC attacks involving spoofed communications
from a FIFA vendor email domain, requesting urgent wire transfers for 'tournament
operational expenses.' Both were identified before funds were transferred, but the pattern
suggests active targeting of the commercial ecosystem by financially motivated actors.

» Al enhanced phishing velocity: Researchers at FortiGuard Labs and Flashpoint both noted
an increase in the grammatical quality and personalisation sophistication of World Cup
themed phishing emails during this period, consistent with adversarial use of large
language model tools to generate high volume, contextually relevant lure content in
multiple languages simultaneously.

4.3 Hacktivist Claims and Information Operations

Hacktivist activity during this period has been characterised primarily by claim making and
narrative building rather than confirmed technical disruption:

* Handala Hack Team: Continued to maintain social media pressure around the U.S. Iran
conflict and the tournament, amplifying the Balogun controversy as evidence of American
institutional corruption. No new confirmed technical operations against tournament
infrastructure were identified during this period, though the group's Telegram channel
reported an active subscriber increase of approximately 40% in the July 5—7 window
corresponding to peak controversy coverage.

» CyberAv3ngers: No confirmed new incidents against World Cup adjacent critical
infrastructure during this period. The group's documented prepositioning against internet
exposed industrial control systems in U.S. water and energy utilities (documented pre
tournament) remains the standing risk; absence of a new confirmed incident does not
indicate absence of activity.

» Electronic Operations Room of the Islamic Resistance Axis (DieNet, APTlran, Cyber
Toufan, et al.): Continued to amplify narratives around the Trump FIFA controversy and
U.S. immigration enforcement. Claimed DDoS operations against 'U.S. World Cup
infrastructure' in late June; none confirmed. The coalition's previous confirmed targeting of
Gulf region airports and banks remains the most operationally relevant precedent for the
transport and finance sectors.

* Anonymous Sudan / Sudan aligned actors: Claimed credit for temporary service
degradation to an unnamed U.S. sports media outlet during the Round of 16 window;
unverified. Anonymous Sudan has a pattern of claiming high profile targets regardless of
whether the claimed impact is attributable to their operations.

» Pro Russian accounts broadly: German language pro Russia accounts amplified 'Germany
was cheated by VAR' content following the Paraguay penalty defeat, consistent with the
information operations amplification pattern noted in Section 3.5.

4.4 State Sponsored Activity
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No new publicly attributed state sponsored cyber incident directly targeting World Cup
infrastructure has emerged during this reporting period. The following assessments are based
on current intelligence reporting:

Russia (Sandworm/APT28): The combination of all remaining matches on U.S. soil and the
condensed timeframe to the July 19 final creates the most operationally attractive window
yet for a symbolic, timed disruptive action, consistent with the Sandworm precedent of
timed attacks against opening ceremonies and high profile events. Current reporting does
not indicate an active campaign, but the July 14—-15 semifinals and July 19 final represent
the highest risk windows for this actor type.

Iran (CyberAv3ngers/MOIS linked): Assessed as continuing pre positioned access probing
of U.S. utility OT environments, consistent with documented activity patterns. The Balogun
controversy has provided additional grievance narrative but no confirmed escalation in
tempo was observed during this reporting period.

China (Volt Typhoon/MSS affiliates): Long horizon espionage assessed as ongoing; no
tournament specific disruption activity expected. The concentration of South American,
European, and African delegations and executives in quarterfinal host cities (Boston, Los
Angeles, Miami, Kansas City) creates high collection value targets for Chinese intelligence
across multiple priority areas simultaneously.

Page 14 of 22



FIFA World Cup 2026 — BDO EDTI Report

5. Sector Update — Elevated Risk Areas (June 29 — July 8)

5.1 Broadcast and Streaming

The Norway Brazil match (July 5) generated the tournament's highest single match streaming
demand to date, as Haaland's upset of the Ancelotti era Brazil side drew audiences from both
football and mainstream sports coverage globally. The degraded service incident noted in
Section 4.1 underscores that broadcasters remain exposed despite pre tournament DDoS
mitigation reviews. The France Morocco quarterfinal (July 9, Boston) and the Argentina—
Switzerland quarterfinal (July 11, Kansas City) are assessed as the two highest demand
broadcast events ahead, with the France Morocco match carrying particular risk given the size
and emotion of both fan communities globally.

5.2 Hospitality and Short Term Rentals

Post Round of 16 travel demand concentrated rapidly into four quarterfinal host cities: Boston
(Foxborough), Los Angeles, Miami, and Kansas City. Researchers flagged a rapid proliferation
of fraudulent short term rental listings targeting each market within 24 hours of bracket
confirmation. Off platform payment requests (wire transfer, cryptocurrency) remain the primary
consumer fraud vector. The France Morocco fixture in Boston, the city with the largest North
African diaspora of any quarterfinal host, is generating particularly high demand and associated
fraud risk.

5.3 Transportation and Logistics

Travel disruption risk has shifted from Mexico City and Canadian venues to a concentrated set
of U.S. inter city transit corridors. The three match Saturday window on July 11 (Norway—
England in Miami, Argentina Switzerland in Kansas City) creates simultaneous demand across
two distant markets, creating logistical stress and increasing the visibility/impact of any transit
system outage on that day. QR code transit fraud targeting fan shuttle services and stadium
adjacent parking has been reported at multiple Round of 16 host cities, with fake passes
distributed via social media and ride share group chats.

5.4 Financial Services

The mid tournament window (Round of 32 and Round of 16) has seen the highest volume of
sports betting related fraud of the tournament to date, consistent with research indicating that
odds manipulation and account takeover fraud targeting sportsbook users peaks during high
viewership knockout round windows. The Argentina comeback against Egypt generated
particularly high betting activity, and fraud claims related to that match are expected to surge in
the days following. The Belgium USA match also generated significant betting volume around
the Balogun eligibility controversy, a novel social engineering vector not previously observed at
a major sporting event.

5.5 Government and Municipal Services
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CISA and the Canadian Centre for Cyber Security have both confirmed ongoing monitoring of
host city government websites and emergency services infrastructure. No confirmed
compromise of municipal services was identified during this reporting period. The narrowing of
the bracket to U.S. only venues increases the effective targeting scope for Iran nexus ICS
operations focused on U.S. municipal utilities, the footprint is now exclusively within the U.S.
jurisdiction, reducing the cross border coordination complexity that previously characterized
response for Canadian and Mexican venues.
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6. Predictive Threat Outlook — Quarterfinals and Beyond

(July 9-19)

6.1 Quarterfinal by Quarterfinal Risk Assessment

The following table assesses each quarterfinal fixture for its specific geopolitical cyber risk
profile, independent of match outcome predictions on the pitch. This is not a prediction of who
will win; it is a prediction of which fixtures carry the highest cyber, disinformation, and civil unrest

risk.

Fixture

Risk

Assessment

Primary Threat
Vectors

France vs.
Morocco Jul 9 -
Boston
(Foxborough)
Gillette Stadium

Very
High

Rematch of 2022 World Cup semi final.
Morocco is the first African team to reach
back to back QFs. France has the largest
combined colonial history diaspora of any
matchup. Moroccan and North African fan
communities are massive and emotionally
invested, the same communities where
Iran aligned messaging operations have
previously found amplification. Pro Russia
and pro Iran channels are expected to
amplify 'anti colonial' or 'Africa vs. empire'
narratives regardless of result. Boston's
large North African diaspora creates
potential for civil unrest spillover around
the venue. Broadcast DDoS risk
assessed as HIGH for this fixture
specifically.

Disinfo / DDoS /
Civil unrest

Spain vs. Belgium
Jul 10 - LA
(Inglewood) SoFi
Stadium

Medium

Spain—Belgium is a primarily intra
European fixture with no significant state
adversarial geopolitical overlay. Belgium's
victory over the USA, and the ongoing
Trump FIFA Balogun controversy in
which Belgium was the aggrieved party,
may generate residual anti USA
sentiment amplification, but the risk of
adversarial actor targeting of this specific
fixture is moderate rather than high. Los
Angeles's large undocumented immigrant
community means ICE related protest
activity remains possible around the
venue.

ICE/Immigration
protest; BEC
fraud

Norway vs.
England Jul 11 -
Miami Hard Rock
Stadium

Medium
High

Erling Haaland vs. England is a high
viewership, high broadcast demand
fixture. England has a very large global
fanbase and an active organised online
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Fixture

Risk

Assessment

community with both legitimate supporter
culture and documented extreme
elements (historically targeted for
Russian information operations
amplification). England manager Tuchel's
public comments about the Balogun
controversy (sarcastically suggesting
Kane could 'ask Trump' to overturn
Quansah's red card) have kept
England/Quansah in the political
manipulation narrative. Jarell Quansah
serves his one match ban for this fixture,
creating a domestic UK political
commentary environment around FIFA
consistency vs. the Balogun decision. No
English government intervention in
Quansah's ban was made; the contrast
with the Trump intervention is a live
political narrative. DDoS risk: HIGH for
streaming.

Primary Threat
Vectors

Argentina vs.
Switzerland Jul 11
- Kansas City
Arrowhead
Stadium

High

Lionel Messi's continuing run at age 39 is
the single biggest individual narrative in
world football. The 3—2 comeback vs.
Egypt, combined with Messi's record
breaking tournament statistics, has made
Argentina's matches the highest
discussion events on social media
globally. The VAR controversy against
Egypt (Egyptian FA formal protest,
disallowed goal) creates a residual
‘favouritism' narrative applicable to
Argentina that adversarial actors will
continue to amplify. Messi impersonation
scams, counterfeit token fraud, and
phishing campaigns using his
name/image are at their tournament
peak. Argentina's Messi associated
content ecosystem is simultaneously the
most exploited celebrity lure in the
tournament's fraud infrastructure. Kansas
City: Mid continent venue with less
established emergency response
integration than coastal cities; lower
baseline for protest/physical risk but
standard cyber exposure.
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6.2 Predictive Likelihood Matrix — July 9 to July 19

Threat Category Likelihood | Impact Updated Assessment (vs. Part 1)
_ . Sustained at maximum volume;
sPl:]rISZIggrlolutgjk(e;I:f;glIJ:d Verv High | Medium bracket concentration makes QF
fixtgres ry Hig tickets among the most counterfeited
objects in this period.
Upgraded from Part 1 assessment;
Norway Brazil streaming degradation
DDoS against streaming Hiah Hiah incident confirms operational tempo
platforms during QF/SF 9 9 and targeting appetite. France—
Morocco and Norway England are
peak risk fixtures.

e . New since Part 1. The Balogun
:gc‘l(i?i\g::igrl]s?ffsl)'rrrrinon Verv Hiah | Medium controversy is the most exploitable
FIF,F;\ controvers P ry Hig political narrative of the tournament for

y adversarial information operations.
Sggj'ecfl(gsmfcsi;ﬁ. s QI Medium Elevated given Morocco fixture in
France—Mo?occo %/n Hiah Medium | diaspora heavy host city; ICE

9 enforcement backdrop unchanged.
Boston)
ﬁle%?;lt(agzt:dfaszgéhetlc Increasing confidence in this vector
fabricated ereree, Hiah Medium | following observed distribution of

e . 9 High Balogun related deepfakes in July 5-7

decisions, fake security )
o window.
incidents)

Ransomware aqainst No change from Part 1; bracket
hospitalit /trav%l Medium Hiah compression increases vendor sector
P .y . High 9 exposure in Boston, LA, Miami, KC

vendors in QF host cities simultaneously
No change from Part 1 assessment;

. . capability and intent exist but no
gt?:étj:t“;?nls?iggtp;: Low Very confirmed in progress campaign
o] iffrastructure y High identified. Semifinal and Final windows

remain the highest risk moments for

this scenario.

Almost certain; no change from Part 1.
State espionage against Kansas City (Argentine delegation),
delegations at QF/SF Very High | Medium | Boston (Moroccan and French

venues

6.3 The Final Window: July 14-19
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The semifinal window (July 14, AT&T Stadium, Arlington TX; July 15, Mercedes Benz Stadium,
Atlanta GA) and the July 19 final at MetLife Stadium, East Rutherford, NJ remain the highest
symbolic impact windows of the tournament. The path to the final that carries the highest
combined hacktivist and geopolitical risk is a France Argentina final (if France beats Morocco
and Spain/Belgium, and Argentina beats Switzerland): such a final would pit Mbappé against
Messi, concentrating global attention into a single event in the world's most high profile media
market (New York/New Jersey metro area). Defenders should treat the period July 14—-19 as the
maximum risk window of the tournament and maintain full defensive posture regardless of which
teams advance.
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7. Recommendations Update — July 2026

7.1 Disinformation and Information Operations

Establish or activate a rapid response rumour control capability specific to the
Balogun/Trump FIFA narrative and the Egypt VAR controversy, both are live disinformation
vectors that adversarial actors are amplifying and that could be used to fabricate false
incident reports around QF/SF venues.

Monitor Telegram, X, and TikTok for synthetic media content impersonating tournament
officials, referees, or CISA/law enforcement around high viewership matches; pre stage
public communications responses.

Alert security operations centres to elevated likelihood of fake 'security incident' social
media posts timed to kick off moments of France Morocco and Norway England, designed
to cause fan panic or divert emergency response resources.

7.2 Streaming and Broadcast Resilience

Broadcasters should confirm DDoS mitigation capacity ahead of the July 9 France—
Morocco kickoff specifically; this is the highest risk single broadcast window remaining in
the tournament.

Validate failover/CDN configurations and establish a public status page and incident
communication protocol before July 9; the Norway Brazil streaming degradation incident
demonstrated the operational consequences of peak demand coincident attack.

7.3 Ticket and Consumer Fraud

Activate takedown operations against fraudulent France Morocco, Norway England, and
Argentina Switzerland QF ticket listings immediately; the window between bracket
announcement and match day is when fraud volume peaks.

Issue fan facing alerts via social media specifically warning of Messi/Haaland/Mbappé
themed phishing lures and cryptocurrency scam tokens, all three are active at high volume.

7.4 Physical Digital Convergence

Coordinate with Boston area law enforcement and venue security for France Morocco (July
9) around potential protests by both Moroccan diaspora communities and groups seeking
to use the match as a platform for immigration or anti colonial messaging.

Pre brief all QF and SF host city emergency operations centres on the risk of Al generated
fake 'security incident' content designed to trigger false emergency responses; these are a
documented pre disruptive tactic used in connection with European football matches.
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8. Sources Consulted

This Part 2 report synthesises open source intelligence from the following sources covering the
period June 29 — July 7, 2026. All content reflects independent analytical synthesis and does
not reproduce verbatim text.

* Match results and tournament bracket: Wikipedia (2026 FIFA World Cup Round of 32;
Round of 16), CBS Sports, Yahoo Sports, ESPN, FOX Sports, FourFourTwo,
Olympics.com, Sky Sports, UEFA.com (European Qualifiers coverage).

* Trump FIFA Balogun controversy: CNBC, CBS News, Al Jazeera, Sky Sports, The
Associated Press (as cited in secondary reporting), Wikipedia (2026 Trump FIFA Red Card
Controversy page), USA TODAY.

» Cyber threat intelligence: Dark Reading (2026 FIFA World Cup Faces Surge in Cyber
Threats), Cybersecurity Dive, Rescana, Unit 42/Palo Alto Networks, FortiGuard Labs
(Fortinet), Flashpoint, KELA Cyber, PolySwarm, CyberProof, Canadian Centre for Cyber
Security (World Cup 2026 Threat Bulletin), CSIS (The Cyber Threat to the 2026 World
Cup), Intel 471, Netscout (Milan Cortina Winter Olympics DDoS reporting), Medium/Intect.

* Government and institutional sources: CISA (Cybersecurity Dive reporting on CISA World
Cup preparations), FBI IC3 PSA260527, Canadian Centre for Cyber Security Threat
Bulletin (June 2026).

This document is a point in time situational awareness synthesis as of July 7, 2026. All forward
looking assessments in Section 6 should be treated as provisional and updated as quarterfinal
results and associated reactions are observed. Part 3 will cover the quarterfinals through to the
July 19 final.
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